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(57)Abstract: 

PROBLEM TO BE SOLVED: To provide a pay service 
provision method which is available even for a person 

not owning a credit card and can surely provide pay 
contents. 

SOLUTION: In the pay service provision system, a 
terminal, a content server providing the terminal with the 
contents and a prepaid information management server 
performing the charging processing of pay services are 
coimected to a network. The content server receives the |^ 
completion report of authentication and charging from 
the prepaid information management server, then 
provides the terminal with the pay contents, generates a 
permission ID validating the downloading of the pay 
contents within a fixed limited range and transmits it to 
the terminal. Further, in the case that the downloading of 
the pay contents is requested again by using the 
permission ID from the terminal, the contents of the pay 
service are provided for the terminal within the fixed 
limit. 



CLAIMS 



[Claim(s)] 

[Claim 1]A terminal and a content server which provides contents to said terminal, A 
prepaid information management server which performs accounting of pay service is 
a pay service provision method in a pay service provision system connected to a 
network, and said terminal. Using prepaid information media holding predetermined 
information required for dealings, require use of said pay service from said content 
server, and said content server, Attestation of whether to have the qualification for 
said prepaid information media using pay service of said contents to said prepaid 
information management server. Require fee collection to said prepaid information 
media, and said prepaid information management server, After performing accounting 
to said prepaid information media with attestation of said prepaid information media, 
Perform a completion notification of attestation and fee collection to said content 
server, and said content server. After receiving a completion notification of attestation 
from said prepaid information management server, and fee collection, while providing 
contents of said pay service to said terminal. Generate permission ID which validates 
download of contents of said pay service in the range within a fixed limit, transmit to 
said terminal and fijrther. A pay service provision method characterized by providing 
contents of said pay service in said fixed lunit to said terminal when a download 
request of contents of said pay service occurs again using said permission ID from 
said terminal. 

[Claim 2] The pay service provision method according to claim 1, wherein said 
content server provides contents of said enciphered pay service to said terminal and 
said terminal decrypts contents of said enciphered pay service. 
[Claim 3]A pay service provision method in a pay service provision system by which 
a terminal and a content server which provides contents to said terminal characterized 
by comprising the following, and a prepaid information management server which 
performs accounting of pay service are connected to a network. 
Using prepaid information media holding predetermined information required for 
dealings, require said terminal from said content server, and use of said pay service 
said content server. Attestation of whether to have the qualification for said prepaid 
information media using pay service of said contents to said prepaid information 
management server. 

Prepaid use ID which requires fee collection to said prepaid information media and by 
which said prepaid information management server was stored in said prepaid 



infomiation media to said terminal. 

Require transmission with a password of said prepaid information media, andsaid 
terminal, While transmitting said prepaid use ID to said prepaid information 
management server. Attest with a predetermined authentication method using said 
password, transmit to said prepaid information management server, and a password of 
said prepaid information media said prepaid information management server. Said 
prepaid information media are attested using said password attested with said 
predetermined authentication method. And search a database based on said prepaid 
use ID, and said charge request amount of money from the balance and said content 
server of prepaid information media of said prepaid use ID is referred to. Said both 
prepaid information management servers are the balances of prepaid information 
media to said terminal, when accounting is performed to said balance of said prepaid 
information media when said balance of said prepaid information media is larger than 
said charge request amount of money, and said attestation and said accounting are 
successful. 

[Claim 4]A terminal and a content server which provides contents to said terminal, A 
prepaid information management server which performs accounting of pay service is 
a pay service provision method in a pay service provision system connected to a 
network, and said terminal. Require a service menu from said content server using 
prepaid information media holding predetermined information required for dealings, 
and said content server, Transmit to said terminal and a service menu said terminal, 
When service which a user uses is chosen, require use of pay service from said 
content server, and said content server. Attestation of whether to have the 
qualification for said prepaid information media using pay service of said contents to 
said prepaid information management server. Require fee collection to said prepaid 
information media, and said prepaid information management server. While operation 
information for attestation is transmitted to said terminal while requiring transmission 
of prepaid use ID stored in said prepaid information media from said terminal, and 
said terminal transmits said use ID to said prepaid information management server, A 
predetermined operation is performed to a password of said prepaid information 
media using said operation information for attestation. Transmit to said prepaid 
information management server, and the result of an operation concerned said prepaid 
information management server. As opposed to said password of said prepaid 
information media stored in a database, While performmg the same operation as an 
operation which said terminal used using said operation information for attestation, 



comparing with the result of an operation concerned and the result of an operation 
transmitted from said terminal and attesting said prepaid information media, Search a 
database based on said prepaid use ID, and said charge request amount of money from 
the balance and said content server of prepaid information media of the prepaid use ID 
concerned is referred to, When said balance of said prepaid information media is 
larger than said charge request amount of money, perform accounting which reduces 
said balance of said prepaid information media, and said prepaid information 
management server, When both said attestation and said accounting are successful, 
while notifying completion information of pay service use procedure, and information 
containing the balance of prepaid information media to said terminal, A completion 
notification of attestation and fee collection, and said operation information for 
attestation or said result of an operation is transmitted to said content server. While 
said content server enciphers contents of pay service and provides said terminal with 
them, using said operation information for attestation, or said result of an operation as 
a common key, Generate permission ID which validates download of contents of said 
pay service in the range within a fixed limit, and it transmits to said terminal, Said 
terminal is received, when download of contents of said pay service results 
unsuccessful in said terminal and a download request of contents of said pay service 
occurs again using said permission ID from said terminal, A pay service provision 
method, wherein it provides contents of said pay service in said fixed limit and said 
terminal decrypts contents of said enciphered pay service, using said operation 
information for attestation, or said result of an operation as a common key. 
[Claim 5]The pay service provision method according to claim 3 or 4, wherein a 
password of said prepaid information media is entered into said terminal from the 
exterior. 

[Claim 6]A terminal and a content server which provides contents to said terminal, A 
prepaid information management server which performs accounting of pay service is 
the pay service provision system connected to a network, and said terminal. Prepaid 
information media holding predetermined information required for dealings are used, 
A means to require use of pay service from said content server, A means to receive 
contents of said pay service from said content server, A means to receive permission 
ID which validates download of contents of said pay service in the range within a 
fixed limit from said content server. Have a means to require dovmload of contents of 
said pay service again from said content server, using said permission ID, and said 
content server, Attestation of whether to have the qualification for said prepaid 
information media using pay service of said contents to said prepaid information 



management server, A means to require fee collection to said prepaid information 
media, and a means to provide contents of said pay service to said terminal based on a 
completion notification of attestation from said prepaid information management 
server, and fee collection, A means to generate said permission ID and to transmit to 
said terminal based on a completion notification of attestation from said prepaid 
information management server, and fee collection. When a download request of 
contents of said pay service occurs again from said terminal using said permission ID, 
Have a means to provide contents of said pay service in said fixed limit to said 
terminal, and said prepaid information management server, A pay service provision 
system provided with attestation of said prepaid information media, a means to 
perform accounting to said balance of said prepaid information media, and a means to 
perform a completion notification of attestation and fee collection to said content 
server. 

[Claim 7]The pay service provision method according to claim 6, wherein said 

content server is provided with a means to encipher contents of said pay service 

provided for said terminal and said terminal is provided with a means to decrypt 

contents of said enciphered pay service. 

[Claim 8]A pay service provision system comprising: 

A terminal. 

A content server which provides contents to said terminal. 

A means to require a service menu from said content server using prepaid information 
media which a prepaid information management server which performs accounting of 
pay service is the pay service provision system connected to a network, and hold 
predetermined information which needs said terminal for dealings. 
A means to require use of pay service from said content server if service which a user 
uses is chosen, A means to transmit prepaid use ID stored in said prepaid information 
media to said prepaid information management server, A means to receive operation 
information for attestation transmitted from said prepaid information management 
server, to perform a predetermined operation to said password using said operation 
information for attestation, and to transmit the result of an operation to said prepaid 
information management server, A means to receive permission ID which validates 
download of contents of pay service in the range within a fixed limit from said content 
server, From said content server, have a means to receive contents of said pay service, 
and said content server, A means to transmit a means to transmit a service menu to 
said terminal, and address information of said terminal and accounting information of 
said pay service to said prepaid information management server, A means to require 



attestation of whether to have the quahfication for said prepaid information media 
using pay service of said contents, and fee collection to said prepaid information 
media of said prepaid information management server, and attestation from said 
prepaid information management server. And a means to provide contents of said pay 
service to said terminal based on a completion notification of fee collection, A means 
to generate said permission ID and to transmit to said terminal based on a completion 
notification of attestation from said prepaid information management server, and fee 
collection, Said terminal is received when a download request of contents of said pay 
service occurs again using said permission ID from said terminal. Have a means to 
provide contents of said pay service in said fixed limit, and said prepaid information 
management server, A means to transmit said operation information for attestation to 
said terminal, and a means which attests said prepaid information media with a 
predetermined authentication procedure using a password of said prepaid information 
media, A means to search a database based on said prepaid use ID, and to perform 
accounting to the balance of prepaid information media of the prepaid use ID 
concerned, and a means to transmit a completion notification of attestation and fee 
collection to said content server. 

[Claim 9] Said prepaid information management server is provided with a means to 
transmit information for attestation used as an encryption key, to said content server, 
and said content server, Have a means to encipher contents of pay service by using as 
a common key information for attestation transmitted from said prepaid information 
management server, and said terminal. The pay service provision system according to 
claim 8 having further a means to decrypt contents of said enciphered pay service, by 
using said certification information as a common key. 
[Claim 10] Operation information for attestation to which said information for 
attestation is transmitted from said prepaid information management server to said 
terminal. Or the pay service provision system according to claim 9 being the result of 
an operation which performed a predetermined operation in said terminal to a value 
which combined said operation information for attestation, and a password. 
[Claim ll]It is a content server which provides contents of pay service to a terminal. 
As opposed to a prepaid information management server connected via a network 
from said terminal according to a demand using prepaid information media holding 
predetermined information required for dealings of pay service use. Attestation of 
whether to have the qualification for said prepaid information media using pay service 
of said contents, A means to require fee collection to said prepaid information media. 



and a means to provide contents of said pay service to said terminal based on a 
completion notification of attestation from said prepaid information management 
server, and fee collection, A means to generate permission ID which validates 
download of contents of said pay service in the range within a fixed limit based on a 
completion notification of attestation from said prepaid information management 
server, and fee collection, and to transmit to said terminal, A content server having a 
means to provide contents of said pay service in said fixed limit, to said terminal when 
a download request of contents of said pay service occurs again using said permission 
ID from said terminal. 

[Claim 12]K0 according to claim 1 1 characterized by **, comprising: 
[Claim 12]. . It is a service menu to said terminal. 

****** — a means, and address information of said terminal and accounting 
information of said pay service ~ said prepaid information management server. 
A means to **, and information for attestation transmitted from said prepaid 
information management server are used as a common key, and they are contents of 
pay service. 

[Claim 13] A terminal and a content server which provides contents to said terminal, . 
A prepaid information management server which performs accounting of pay service 
can set to a pay service provision system connected to a network. A procedure of 
making a service menu requhing of said content server using prepaid information 
media which are the programs for pay service offer which control said terminal, and 
hold predetermined information required for dealings, A procedure of making use of 
pay service requiring from said content server when service which a user wants to use 
is chosen, A procedure to which said prepaid information management server is made 
to transmit prepaid use ID stored in said prepaid information media based on a 
demand from said prepaid information management server, A procedure of 
performing a predetermined operation to a password of said prepaid information 
media, and making the result of an operation transmitting to said prepaid information 
management server using operation information for attestation transmitted from said 
prepaid information management server, Aprocedure of making permission ID which 
validates download of contents of said pay service in the range within a fixed limit 
receiving from said content server, A procedure of making contents of pay service 
downloading from said content server. When download of contents of said pay service 
is unsuccessfiil, said permission ID is used, A program for pay service offer making 
said terminal perform again a procedure of making a download request of contents of 



said pay service requiring from said content server. 

[Claim 14] The program for pay service offer according to claim 13 having a 
procedure of making contents of said enciphered pay service made downloading from 
said content server decrypting usmg said operation information for attestation as a 
common key. 

[Claim 1 5] A termmal and a content server which provides contents to said terminal, . 
A prepaid information management server which performs accounting of pay service 
can set to a pay service provision system connected to a network. A procedure to 
which are a program for pay service offer which controls said content server, and a 
service menu is made to transmit to said terminal based on a demand from said 
terminal. From said terminal, said prepaid information management server is received 
according to a demand using prepaid information media holding predetermined 
information requked for dealings of use of pay service, Attestation of whether to have 
the qualification for said prepaid information media using pay service of said 
contents, A procedure of making fee collection to said prepaid information media 
requiring, and a procedure of making contents of said pay service providing to said 
terminal based on a completion notification of attestation from said prepaid 
information management server, and fee collection, Said permission ID is used from a 
means which generates permission ID which validates download of contents of said 
pay service in the range within a fixed limit based on a completion notification of 
attestation from said prepaid information management server, and fee collection, and 
is made to transmit to said terminal, and said terminal, A program for pay service 
offer making a content server perform a procedure of making contents of said pay 
service providing in said fixed limit, to said terminal when a download request of 
contents of said pay service occurs again. 

[Claim 16]The program for pay service offer according to claim 15 provided with a 
procedure of making contents of said pay service enciphering by using as a common 
key operation information for attestation received from said prepaid information 
management server, and making said terminal providing with contents of said pay 
service. 

[Claim 17] A terminal and a content server which provides contents to said terminal, . 
A prepaid information management server which performs accounting of pay service 
can set to a pay service provision system connected to a network. Attestation of 
whether to have the qualification for being a program for pay service offer which 
controls said prepaid information management server, and said prepaid information 
media from said content server using pay service of said contents, Said terminal is 



received based on a demand of fee collection to said prepaid information media, A 
procedure of making transmission of prepaid use ID stored in said prepaid information 
media requiring, A procedure to which operation information for attestation is made 
to transmit to said terminal after receiving the prepaid use ID concerned, After 
receiving the result of an operation which performed a predetermined operation to a 
password of said prepaid information media using said operation information for 
attestation from said terminal, A procedure of performing the same operation as an 
operation which said terminal used for said password of said prepaid information 
media stored in a database using said operation information for attestation, comparing 
the result of an operation with the result of an operation to which it was transmitted 
from said terminal, and making said prepaid information media attesting, A procedure 
of searching a database based on said prepaid use ID, and making accounting 
performing with reference to said charge request amount of money from the balance 
and said content server of prepaid information media of the prepaid use ID concerned, 
Said terminal is received when both said attestation and said accounting are 
successful, completion information of pay service use procedure, and information 
containing the balance of prepaid information media ~ a program for pay service offer 
making said prepaid information management server perform a procedure to which a 
completion notification of attestation and fee collection is made to transmit to said 
content server. 

[Claim 18]The program for pay service offer according to claim 17 having a 
procedure to which said operation information for attestation of said prepaid 
information is made to transmit to said content server. 

[Claim 19] A recording medium which stored the program for pay service offer 
according to any one of claims 13 to 1 8 and in which computer reading is possible. 

DETAILED DESCRIPTION 

[Detailed Description of the Invention] 
[0001] 

[Field of the Invention] This invention A pay service provision method, a pay service 
provision system, a content server. With respect to a pay service distribution program 
and a recording medium, especially, using media, such as a prepaid IC card, when a 
terminal is safely and certainly provided with pay content via the Internet, it is related 
with effective technology. 
[0002] 



[Description of the Prior Art] When it provides a terminal with the contents of pay 
service via the Internet from a content server. After receiving pay content in a 
terminal, in view of it being difficult to charge, two kinds of methods shown below 
are known as a collecting method of the charge of such pay content. 

(1) One of them is the margin transaction using a common credit card. 

(2) others ~ one is a method by prepaid one. 

However, when a common credit card was used, there was a problem that the deposit 
balance needed the member procedure to a card issuer and to be managed, and there 
was danger of tapping by moreover a credit number flowing on a network. On the 
other hand, those who do not own a credit card also have a method by prepaid one, 
and the feature of being available as the example, For example, JP,H1 1-3 16729, A 
("recording medium which recorded the internet charging method/system and the 
Internet accounting program") is known. 

[0003]Below, invention (henceforth precedence invention) indicated by JP,H1 1- 
316729,A is explamed in detail as a conventional example of the method by prepaid 
one. those who do not own a credit card being also available, and precedence 
invention. Drawing 8 explains the outline of operation of precedence invention for the 
purpose of providing the recording medium which stored the internet charging 
method/system and the Internet accounting program which can be eliminated certainly 
for the order which is not desirable, first, a prepaid card (an IC card and a floppy 
(registered trademark) disk.) Based on the address information (for example, URL in 
HTTP) of the content server set to the magnetic card etc., a pay service utilization 
request is published from a terminal to a content server (Step 101). Next, it is required 
for a card management server that a content server should perform attestation and 
accounting of a prepaid card (Step 102). Next, a card management server attests a card 
between terminals (Step 103), and returns attestation and an accounting result to a 
content server (Step 104). Next, a content server provides pay service for a terminal, 
when attestation and accounting are successful (Step 105). 
[0004] Drawing 9 is a block diagram showing the outline of the connection 
configuration of precedence invention. The terminal 100 sets up the connection 
(connection for service start requests) 1 1 between the content servers 200 via the 
Internet 400, and requires use of pay service using the connection 1 1 concerned. If the 
pay service utilization request from the terminal 100 is received, the content server 
200, Set up the cormection (fee collection and connection for authentication demands) 
12 between the card management servers 300, and the cormection 12 concerned is 
used, By transmitting the IP address (Internet Protocol Addres) of the terminal 100, 



the authentication demand of a prepaid card and an accounting demand are performed. 
If the authentication demand from the content server 200 is received, the card 
management server 300 will set up the connection (connection for authenticating 
processings) 13 between the terminals 100, and will require the operation of the 
password of a prepaid card from the terminal 100. The terminal 100 transmits the 
result of an operation of a password to the card management server 300 using the 
connection 13. 

[0005]The card management server 300 holds the card identity child (henceforth card 
ID) of each card, the password, and the card management database (henceforth the 
card management DB) 500 that memorized service use pomt residual frequency. The 
card management server 300 searches a password from card ID, and if the same 
operation as the terminal 100 is performed and it is in agreement with the sent result 
of an operation, it will be taken as attestation formation. The card management server 
300 notifies an authentication result and an accounting result to the content server 200 
after authenticating processing and the end of accounting. When authenticating 
processing and accounting are materialized, the content server 200 starts offer of the 
contents of pay service to the terminal 100. When authenticating processing or 
accounting is not materialized, the content server 200 reports that a card is unusable to 
the terminal 100 using the connection 1 1 . 

[0006] Drawing 10 is a block diagram showing the outline system configuration of 
precedence invention. The terminal 100 which requires use of the pay service which 
accesses the content server 200 based on the contents server address information set 
as the prepaid card, and the content server 200 provides. In response to the demand 
from the content server 200 which provides pay service to the terminal 100 in 
response to the demand from the terminal 100 concerned, and the content server 200, 
it comprises attestation of a prepaid card, and the card management server 300 which 
performs fee collection to a prepaid card. 

[0007]The terminal 100 has the service request part 101 and the card management 
department 102. Based on the contents server address information, including URL 
etc., set as the prepaid card, between the content servers 200, the service request part 
101 establishes a connection automatically, and requires use of pay service. The 
service request part 101 can consist of WWW browsers, for example. The card 
management department 102 is connected with the prepaid card 103 via the reader 
accordmg to the form of the prepaid card, The function which transmits card ID stored 
in the prepaid card based on the demand from the card management server 300, The 
function which transmits to the card management server 300 after reading the extra 



sensitive information (password etc.) stored in the prepaid card based on the demand 
from the card management server 300 and, performing data processing by a tropism 
function etc. on the other hand. Based on the demand from the card management 
server 300, it has a ftinction which writes the prepaid card balance and use time in a 
prepaid card. 

[0008]The content server 200 has the authentication demand part 201, the accounting 
demand part 202, the service provision section 203, and the card management 
department 204. When the utilization request of pay service occurs from the terminal 
100, the authentication demand part 201, Having a function in which a prepaid card 
performs the authentication demand of being a right thing to the card management 
server 300, the accounting demand part 202 has the function to require the fee 
collection to a prepaid card from the card management server 300. Both the service 
provision sections 203 have the function to provide pay service to the terminal 100 
when authenticating processing and accounting are successful, and the card 
management department 204 has the function to require attestation of a prepaid card, 
and fee collection from the authentication demand part 201 and the accounting 
demand part 202. 

[0009]The card management server 300 has the authentication section 301, the 
accounting part 302, and card management DB500, and the authentication section 301 
has a function which attests a prepaid card to the terminal 100, when the 
authentication demand from the content server 200 occurs. The accounting part 302 
has the ftinction to carry out accounting according to the use degree of pay service to a 
prepaid card, and a function which notifies the balance of a prepaid card, and use time 
to the terminal 100. Card management DB500 is recording card ID of each card, a 
password, and service use point residual frequency. 

[OOlOjThe system action sequence in precedence invention is shown i ndrawing 1 1 . 
The Challenge Response system which is prescribed by distribution of Video as pay 
service and is here specified by RFC 1334 as an authentication method (W.) [ simpsonand 
] It explains using "PPPChal lenge Handshake Authentication Protocol (CHAP)- and 
the example which uses Aug 1996. Introduction and the terminal 100 set up a 
connection between the content servers 200 which have the address concerned using 
the contents server address information (for example, URL) set as the prepaid card, 
and require a service menu (Step 201). Next, setting out of a connection will transmit 
service menus, such as a hst of Video, from the content server 200 (Step 202). Next, 
selection of the service which a user wants to use will transmit the service utilization 
request message to which the service use point size required in order to use the 



selected service to the content server 200 was set (Step 203). 
[001 l]Next, by transmitting the authentication demand message which the content 
server 200 set up the connection between the card management servers 300, and set 
up the IP address of the terminal 100 using the connection concerned, A prepaid card 
performs the authentication demand of being a right prepaid card to the card 
management server 300 (Step 204). Accounting is required by transmitting 
simultaneously the accounting request message which set up the service frequency of 
use service to the card management server 300. Even if they are the same message, 
and an authentication demand message and an accounting request message are 
separate messages, they are feasible. Next, the card management server 300sets up a 
connection between the terminals 100 based on the IP address of the terminal 100 in 
the authentication demand message which received, and requires card ID of the 
terminal 100 using the connection concerned (Step 205). 

[0012]Next, the terminal 100 transmits card ID stored in the prepaid card to the card 
management server 300 (Step 206). Next, the card management server 300 transmits 
the random number for attestation (challenge) to the terminal 100 using the 
connection set up between the terminals 100 (Step 207). A value which is different 
whenever this random number attests the terminal 100 is used, next - as opposed to 
the value with which the terminal 100 which received the random number combined 
the random number and the password - MD5n (RivestR and S. --) [ ousseand ] 
Response messages which calculated with the tropism function on the other hand, and 
set up the result (response), such as "The MD5 Message-Digest Algorithm" and 
April 1992, are transmitted to the card management server 300 (Step 208). 
[0013]Next, while the card management server 300 is as the same as the terminal used 
it to the value which unified the password of the prepaid card currently held to card 
management DB500, and the random number which transmitted to the terminal 100, it 
calculates by a tropism function, and it compares the result with the response from the 
terminal 100. If both are in agreement, I will consider it as attestation formation (Step 
209), and both will - Do, and if there is nothing, it will be considered as attestation 
failure. Thus, since random numbers different each time are used for attestation of a 
card, even if a third party intercepts a challenge and a response, at the time of the next 
attestation, using the value, the card management server 300 becomes a user of the 
terminal 100, and cannot be cleared up. The origmal password cannot be presumed 
though the 3rd person can know a response, since the operation value by a tropism 
function is used for a response on the other hand. 

[0014]Next, the card management server 300 searches card management DB500 



based on card ID, and if the residual frequency of the service use point of an 
applicable card is larger than the service point set as the accounting request message, 
Only the number of service points set as the accounting request message subtracts the 
service use point of an applicable card (Step 210). If the residual frequency of the 
service use point of an applicable card is smaller than the service point set as the 
accounting request message, accounting will be made impossible and processing will 
be ended. Processing is ended when attestation and accounting are impossible. Next, 
the card management server 300 notifies the balance of a prepaid card, and use time to 
the terminal 100 (Step 211), and notifies attestation and an accounting result to the 
content server 200 (Step 212). Finally, the content server 200 provides pay service to 
the terminal 100 (Step 213). 

[OOlSI Drawing 12 is a flow chart which shows the procedure of the terminal 100 of 
precedence invention. Hereafter, the procedure of the terminal 100 is explained 
using drawing 12 . First, based on the address information currently recorded on the 
prepaid card, a cormection is set up between the content servers 200, and a service 
menu is required from the content server 200 (Step 301). Next, the service utilization 
request message to which the necessary point size of service was set is transmitted to 
the content server 200 using the set-up connection (Step 302). Next, based on the 
demand from the card management server 300, card ID stored in the prepaid card is 
transmitted to the card management server 300 (Step 303). 

[0016]Next, after reading the extra sensitive information (password etc.) stored in the 
prepaid card based on the demand from the card management server 300 and, 
performing data processing by a tropism function etc. on the other hand, it transmits to 
the card management server 300 (Step 304). When attestation and fee collection are 
successftil, the balance is notified from the card management server 300 (Step 305), 
and offer of the contents of pay service can be received (Step 306). The value of the 
balance notified from the card management server 300 is displayed on the terminal 
100, and it can write the balance and use time in a prepaid card. Pay service is not 
provided when attestation or fee collection goes wrong (Step 307). 
[OOni Drawmg 13 is a flow chart which shows the procedure of the content server of 
precedence invention. Hereafter, the procedure of a content server is explained 
using drawing 13 . First, if there is a demand of a service menu from the terminal 100, 
a service menu list will be transmitted to the terminal 100 (Step 401), and a pay 
service utilization request will be received from the terminal 100 (Step 402). To the 
card ID part of attestation and a charge request message at card ID and a terminal 
address part Next, a terminal address, Attestation of a card and the fee collection to a 



card are required from the card management server 300 by setting up the necessary 
point size of the service used for a service point part, respectively, and transmitting 
the message concerned to the card management server 300 (Step 403). Li this 
example, in order that the card management server 300 may require card ID of the 
terminal 100, card ID does not set up. 

[0018]However, there are a method of transmitting card ID, when transmitting a pay 
service demand to the content server 200 from the terminal 100, and a way the 
terminal 100 transmits card ID to the content server 200 based on the demand from 
the content server 200, as other examples. Card ID is set up in these cases. Next, it 
judges whether attestation and fee collection were materialized (Step 404), and, in 
YES, offer of the contents of pay service is started to the terminal 100 at Step 404 
(Step 405). In NO, it is reported at Step 404 that attestation or accounting was not 
materialized to the terminal 100 (Step 406). 

[0019] Drawing 14 is a flow chart which shows the procedure of the card management 
server of precedence invention. Hereafter, the procedure of the card management 
server 300 is explained using drawing 14 . First, the attestation and the charge request 
message from the content server 200 are received (Step 501). When card ID is not set 
as the message concerned. Based on the IP address of the terminal 100 in the 
attestation and the charge request message which received, a connection is set up 
between the terminals 100, and card ID is required of the terminal 100 using the 
connection concerned (Step 501-1). When card ID is set as the message concerned, 
the random number for attestation (challenge) is transmitted to the terminal 100 (Step 
502). A value which is different whenever this random number attests the terminal 
100 is used. In this case, when the connection is not set up between the terminals 100, 
Based on the IP address of the terminal 100 in the attestation and the charge request 
message which received, a connection is set up between the terminals 100, and the 
random number for attestation (challenge) is transmitted to the terminal 100 using the 
connection concerned. 

[0020]Next, receive the response (response) from the terminal 100 and the value 
which unified the password of the prepaid card currently held by card management 
DB500 and the random number which transmitted to the terminal 100 is received. 
Authenticating processing is performed by [ as the terminal used it / same ] 
calculating by a tropism function on the other hand, and comparing the result with the 
response from the terminal 100 (Step 503). Next, it judges whether both were in 
agreement (Step 504), and, in NO, processing is ended as attestation failure at Step 
504. In YES, it is judged at Step 504 whether it can charge or not (Step 505). That is, 



the residual frequency of the service use point of an applicable card is compared with 
the service point set as the accounting request message. 

[0021]At Step 505, if the residual frequency of the service use point of an applicable 
card is larger than the service point set as the accounting request message, Only the 
service point set as the accounting request message subtracts the service use point 
residual frequency of an applicable card (Step 506). Next, to the terminal 100, the 
balance of a prepaid card and use time are notified (Step 507), and attestation and an 
accounting result are notified to the content server 200 (Step 508). Since it cannot 
charge at Step 505 if the residual frequency of the service use point of an applicable 
card is smaller than the service point set as the accounting request message, 
processing is ended. 

[0022]In the above-mentioned explanation, it cannot be overemphasized that the 
method except having mentioned above may be used as an authentication method. As 
pay service to provide, dovmload of the data of a program etc., on-line shopping, etc. 
occur in addition to distribution of Video. The user itself may be made to enter a 
password, without making it build in a card. In the above-mentioned procedure, after 
attestation is successful, a content server is able to have composition which requires 
accounting of a card management server, and the amount of money, and a point and 
other arbitrary forms are possible as a further prepaid form. 
[0023] 

[Problem to be solved by the invention]As mentioned above, since the pay service 
demand from a terminal is received only when the authenticating processing and 
accounting of a prepaid card are completed correctly, by a conventional example, the 
order which is not desirable can be eliminated certainly. In precedence invention, the 
content server 200 transmits the address information of the terminal 100 to the card 
management server 300, accesses the terminal 100 directly from the card management 
server 300, and can attest the prepaid card on a terminal. Therefore, it can prevent 
certainly revealing to a content server with inaccurate extra sensitive information of 
the password of a prepaid card, etc. However, since pulling down fee collection is 
performed before the pay information distribution from the content server 300, After 
canceling the connection of the terminal 100 and the content server 200, when it 
turned out that contents were not able to dovmload normally, the terminal 100 had the 
problem that a means to access a content server was not left behind. 
[0024]This problem is a problem which may be easily produced also in use by mobile 
environment. As invention which solves such a problem, there is JP,2000-270309,A 
"fee collection to distribute information, adjustment system, and its server." In 



JP,2000-270309,A, after a server charges directly a content rate which should be 
downloaded to a terminal to a prepaid charge, it downloads pay information to a 
terminal, investigates the amount of information which a terminal received by 
download, and sends receiving quantities to a server. A server is a system which 
measures a transmission amount and receiving quantities, judges that reception did not 
go well when both are inharmonious, and repays the phase present. According to this 
system, there is a problem that only refiind of a rate of a constant ratio will be made 
also to meaningless contents if the whole is not received, and it can become 
meaningless even if it carries out complicated control. 

[0025] Are made in order that this invention may solve a problem of said conventional 
technology, and the purpose of this invention, Those who do not own a credit card in a 
pay service provision method and a pay service provision system are also available. It 
is in providing technology it becomes possible it not only to be able to to eliminate 
certainly order which is not desirable, but to also enable normal download of pay 
content and to prevent unjust download. Other purposes of this invention are to 
provide a content server used for the above-mentioned pay service provision system. 
Other purposes of this invention are to provide a control program which makes a 
computer perform the above-mentioned pay service provision method. Other purposes 
of this invention are to provide a recording medium with which the above-mentioned 
program was recorded. The other purposes and the new feature are clarified with 
description and an accompanying drawing of this Description along [ said ] this 
invention. 
[0026] 

[Means for solving problemjit will be as follows if the outline of a typical thing is 
briefly explained among invention indicated in an application concerned. Namely, this 
invention is a pay service provision method, and a content server. When permission 
ID which validates download of the contents of pay service in the range within a fixed 
limit is generated, it transmits to a terminal and a terminal is not able to receive the 
contents of pay service normally, above-mentioned permission ID is used. It was 
repeatedly presupposed that it is accessible at the content server until the contents of 
pay service could receive normally. Thereby, even if it charges beforehand before 
distribution of the contents of pay service, it enables a user for the contents of pay 
service to come to hand certainly. 

[0027]Authentication arithmetic information (.) which this invention is a pay service 
provision method, and the prepaid information management server which performs 
card authentication transmitted to the terminal for attestation of prepaid information 



media Or a content server is provided with an authentication arithmetic result, and a 
content server is the authentication arithmetic information (.) concerned. Or the 
contents of pay service are enciphered, it provides for a terminal, using an 
authentication arithmetic result as a common key, and a terminal decrypts the 
provided contents which were enciphered, using the authentication arithmetic 
information (or authentication arithmetic result) used in the attestation stage as a 
common key. The contents are not understood even if the downloaded contents leak to 
others by this, Since it cannot decode as long as there is no common key even if 
persons other than a user use download permission ID improperly, it can be judged 
whether charged contents reached only the user certainly, and a user and both of a 
content server have an effect. 

[0028] A password is not held in prepaid information media, such as an IC card, a 
floppy disk, a magnetic card, etc. which are pay service provision methods and are 
connected to a terminal, but a user operates a terminal, and this invention inputs it 
from the outside. By this, only a user who can use this password will have a right to 
download, and can raise the safety of prepaid information media, and a third party's 
unjust download can be prevented. This inventions are a pay service provision system 
for realizing the above-mentioned pay service provision method, and a content server. 
This invention is a program for pay service offer which performs control of a terminal 
for realizing the above-mentioned pay service provision method, a content server, and 
a prepaid information management server. This invention is a recording medium 
which stores the above-mentioned pro crumb and in which computer reading is 
possible. 
[0029] 

[Mode for carrying out the invention] Hereafter, with reference to Drawings, an 
embodiment of the invention is described in detail. In a complete diagram for 
describing an embodiment, what has the same function attaches identical codes, and 
explanation of the repetition is omitted. In this Description, although a user calls a 
prepaid card hereafter prepaid information media used when requiring service use of a 
content server, in this invention, prepaid information media are not limited to a form 
of a card. Although a prepaid information management server is hereafter called a 
card management server, it is not limited to card management. A card management 
company publishes and manages a prepaid card, for example, and a user purchases a 
prepaid card, in order to use pay service. Contents server address information, card 
ID, a card password, etc. are set to a prepaid card, and a prepaid information 
management server, i.e., a card management server, has managed the balances (the 



amount of money or a point) of available service according to purchased amount. 
[0030]This invention is improved so that the dishonesty prevention can be performed, 
while a user can obtain pay content for precedence invention (invention given in 
JP,H1 1-316729,A) certainly. Therefore, since its system configuration is the same as 
precedence invention which shows drawing 10 a pay service provision system of an 
embodiment of the invention, explanation of a system configuration of a pay service 
provision system of this embodiment is omitted. Drawing 1 is a sequence chart for 
explaining an outline of operation of a pay service provision system of an 
embodiment of the invention. In drawing 1, Step 104 is the same as a sequence chart 
of precedence invention shown in drawing 8, and Step 105 or subsequent ones differs 
from precedence invention. A content server gives permission of pay service offer to a 
terminal, when attestation and accounting are successful (Step 105). It is permitted 
that a terminal carries out multiple-times download within limits, such as fixed time, 
and a content server provides pay information (Step 106,107). 
[Q0311 Drawing2 is a block diagram showing the outline of the connection 
configuration of an embodiment of the invention, and the connection 14 differs from 
the connection configuration of precedence invention shown in drawing 9 in the figure. 
The terminal 100 is a connection in the case of requiring download access of the 
content server 200, and this connection 14 may be stretched after other connections 
(1 1-13) are released. The composition of the pay service provision system of this 
embodiment. The point that a download request can be performed within fixed 
restriction is different from precedence invention until the service request part 101 of 
the terminal 100 receives download ID of the contents of pay service from the content 
server 200 and can receive certainly using the download ID. When enciphering 
contents, a function is given to the service provision section 203 of the content server 
200, and the service request part 101 of the terminal 100, but others are the same as 
that of precedence invention. Although this drawing 2 explained the case where the 
Internet was used, as a network which connects the terminal 100, the content server 
200, and the card management server 300, Public network networks which connect 
the terminal 100, the content server 200, and the card management server 300, such as 
a telephone line general as a network, are also usable. 

[0032]Next, an example of a series of operations of a pay service provision system of 
this embodiment is concretely explained using drawing 3 . Drawing 3 is a sequence 
chart for explaining an example of a series of operations in a pay service provision 
system of this embodiment. In drawing 3, since Step 212 is the same as a sequence 
chart of precedence invention shown in drawing 11. it omits explanation and only a 



point of difference explains it. The content server 200 From the card management 
server 300 to service provision permission. If (namely, attestation and an accounting 
result) are notified (Step 212), ID which permits download access of contents of pay 
service under fixed restriction to the terminal 100 is provided (Step 214), next pay 
service is provided to the terminal 100 (Step 213). the same contents for which this 
permission ID placed an order with effective "bottom of restriction" -- less than fixed 
access periods (for example, less than 24 hours) ~ or, Less than fixed access 
frequency (for example, less than 10 times) says such combination (for example, 
direction arrived at at any of less than 10 times or less than 24 hours, or restriction). 
[0033]Although not illustrated in drawing 3, this permission ID needs to reach the 
terminal 100 certainly. The same ID of ** plurality is repeated and sent as such a 
method, and the method of checking by taking majority, the method of returning again 
ID which transmitted to the terminal 100 to the content server 200, and comparing it 
from the ** content server 200, etc. are known. In this case, in the method of 
**, normality can be judged at the transmitting side by the method of ** at a receiver. 
Pay service is provided after being able to carry out the normal reception of this 
permission ID. At Step 213, when pay service is not able to receive normally, a user 
transmits download permission ID to the content server 200 from the terminal 100 
(Step 215), and downloads the contents of pay service from the content server 200 
(Step 216). In this case, permission ID is within fixed restriction, checks an effective 
thing, and performs control which increases an access count number depending on 
conditions. A terminal check will be attained if it compares whether it is the same as 
that of URL of the terminal of an order stage. 

[0034]Next, other examples of a series of operations of a pay service provision system 
of this embodiment are concretely explained using drawing 4 . Drawing 4 is a 
sequence chart for explaining other examples of a series of operations in a pay service 
provision system of this embodiment. In drawing 4 , since Step 21 1 is the same as a 
sequence chart of precedence invention shown in drawing 11 , it omits explanation and 
only a point of difference explains it. The card management server 300 transmits 
service provision permission (namely, attestation and accounting result) to the content 
server 200, after attestation and fee collection of the terminal 100 are completed (Step 
217). An example shown in drawing 4 is the point of adding an encryption key to it, 
and difference is carried out to an example shown i ndrawing 3 . Certification 
information which the terminal 100 calculated based on a random number and it 
which are the information for attestation transmitted to the terminal 100 at Step 207 
from the card management server 300 as an encryption key can be used. From it being 



the information which has also already held the terminal 100, these can be used as a 
common key, when decrypting. 

[0035]Next, the content server 200 enciphers contents with the encryption key sent 
from the card management server 300 (Step 218). Next, the content server 200 
provides ID which permits download access of the contents of pay service under fixed 
restriction to the terminal 100 (Step 214), and provides pay service to the terminal 100 
(Step 213). The terminal 100 is decrypted with the common key in the terminal 100 to 
the contents information of the enciphered pay service downloaded from the content 
server 200 (Step 219). The accessing method of Steps 215 and 216 is the same as the 
example shown in drawing 3 . 

[0036] Drawing 5 is a flow chart which shows the procedure of the terminal 100 of 
this embodiment. Hereafter, the procedure of the terminal 100 of this embodiment is 
explained using drawing 5 . In drawing 5 , since Step 307 is the same as the procedure 
of the terminal 100 of precedence invention shovm i ndrawing 12 , it omits explanation 
and only a point of difference explams it. The step (308,309) which checks that the 
terminal 100 has carried out normal reception of download permission ID after the 
balance was notified from the card management server 300 at Step 305. As the above- 
mentioned step 214 described judgment of normal reception, efficiency is possible 
also for the terminal 100 side or the content server 200 side. Next, the contents of pay 
service are downloaded from the content server 200 (Step 310). In the case of mobile 
environment etc., in Step 310 which receives these contents, it cannot receive 
normally, for example. 

[0037]Next, when contents are enciphered, it decrypts (Step 311). According to this 
embodiment, since the transient random number information used for terminal 
attestation is used for a common key, there is the feature that distribution of the 
fiirther encryption key is unnecessary and safety is high. In this embodiment, although 
download of the case before service starts and the contents of pay service may have 
finished unsuccessfiil, access to the terminal 100 is Step 301, and judges whether it is 
access in case access to the terminal 100 is any. At Step 301, when a decision result is 
before service starts, processing of Steps 302-31 1 is performed. When the decision 
result in Step 301 retries download of the contents of pay service, it accesses to the 
content server 200 by permission ID first (Step 313). When it combines with 
information, including the address information of the terminal 100, etc., the content 
server 200 checks whether permission ID is effective and the content server 200 
permits download for the second time, It shifts to processing (download processing of 
the contents of pay service) of Step 310 and Step 311, and that is displayed when a 



permission cannot be granted (Step 314). 

[0038]Drawing_6_is a flow chart which shows the procedure of the content server 200 
of this embodiment. Hereafter, the procedure of the content server 200 of this 
embodiment is explained using drawing 6 . In drawing 6 , since Step 406 is the same as 
the procedure of the content server 200 of precedence invention shown in drawing 13 , 
it omits explanation and only a point of difference explains it. By the case where 
terminal attestation is successful by the card management server 300, further, when 
enciphering contents, the information (for example, information used for terminal 
attestation) used as a common key is sent to the content server 200 from a card 
management server. The content server 200 receives the information sent from the 
card management server 300, uses this information as a common key, and enciphers 
contents (Step 407). The information used as a common key is information used for 
attestation. All are usable if sharable with the terminal 100 (for example, result etc. 
which were calculated with card use ID using the operation information for attestation 
sent to the terminal 100, or it from the card management server 300). 
[0039]Next, download permission ID is generated (Step 408), this download 
permission ID is transmitted to the terminal 100 (Step 409), and it is judged whether 
in the terminal 100, download permission ID has received normally (Step 410). When 
it is judged that download permission ID was not able to receive normally in the 
terminal 100 at Step 410, Step 409 and Step 410 are repeated. When it is judged that 
download permission ID has received normally in the terminal 100 at Step 410, 
contents of pay service from the content server 200 to the terminal 100 are 
downloaded (Step 411). From a viewpoint of safety, although random generation of 
generation of permission ID in the content server 200 in Step 408 is desirable, it can 
also be created with an original rule on employment. 

[0040]In this embodiment, although access from the terminal 100 over the content 
server 200 has a case of an initial stage of service, and a case of a retry of download of 
contents of pay service. At Step 401, it is judged whether it is a case where access to 
the terminal 100 over the content server 200 is any. When access from the termmal 
100 is an initial stage of service, processing of Step 401 - Step 41 1 is performed. 
When access from the terminal 100 is the retry of download of contents of pay 
service. When permission ID judges whether it is in a limit (Step 413) and permission 
ID is judged to be outside of a limit at Step 413, it is notified to the terminal 100 that 
permission ID is invalid (Step 416). At Step 413, when permission ID is judged to be 
inside of a limit, information, including address information etc. of the terminal 100 
which accompanies the permission ID, is read, it compares whether it is in agreement 



with the terminal 100 with a demand (Step 414), and it is judged whether it is just use 
(Step 415). At Step 415, when attested with just use, it progresses to Step 41 1 and 
contents of pay service to the terminal 100 are downloaded. When attested with it not 
being just use at Step 415, it notifies attestation un-succeeding to the terminal 100 
(Step 417). 

[0041] Drawing7 is a flow chart which shows procedure of the card management 
server 300 of this embodiment. Hereafter, procedure of the card management server 
300 of this embodiment is explained using drawing 7 . I ndrawing 7 , since Step 507 is 
the same as procedure of the card management server 300 of precedence invention 
shown in drawing 14 , it omits explanation and only a point of difference explains it. 
Although it is the information which checks that information sent to the content server 
200 is in authentication results, such as an IC card, and a range for which the prepaid 
balance can provide pay service in this embodiment, an encryption key is transmitted 
as occasion demands (Step 509). Thereby, an offer of information with the safer 
content server 200 becomes possible. As an encryption key, it is information sharable 
with the terminal 100, and there are some which were explained at the above- 
mentioned step 407. If it delivers again anew, other common keys and public keys can 
also be used. 

[0042]As explained above, according to this embodiment, those who do not own a 
credit card are also available in pay information (contents of pay service). Even when 
an offer of information does not go well after fee collection, even if there are faults, 
such as user environment, by giving a user a right which can carry out repeat 
execution of the download, it becomes possible for information to come to hand 
certainly. Although there is a risk of being used also for a user besides a contract by 
allowing a retry of download in an information provider's position. It is effective in 
the ability to suppress an unauthorized use to the minimum by using together an 
address and permission ID of the terminal 100, and also validating within the limits of 
combination, such as a period and access frequency. 

[0043] In the above-mentioned explanation, it cannot be overemphasized that an 
authentication method except having mentioned above may be used as an 
authentication method. As pay service to provide, in addition to distribution of Video, 
download of data of a program etc., on-line shopping, etc. occur, and there are an IC 
card, a floppy disk, a magnetic card, etc. as real original form voice of a prepaid card. 
The user itself may be made to enter a password, without making it build in a card. In 
the above-mentioned procedure, after attestation is successfiil, the content server 200 
is able to have composition which requires accounting of the card management server 



300. As a prepaid form, the amount of money, and a point and other arbitrary forms 
are possible. 

[0044]Although balance information may be recorded on a prepaid card, in this 
embodiment. Since it is processed based on balance information managed by the card 
management server 300, if it manages unitary on the card management server 300, a 
risk of disagreement of balance information arising can be avoided without 
performing writing of prepaid KADOHE. When it becomes impossible for the 3rd 
person to get to know the balance easily and he does not record a password in 
particular in a card in the time of disasters, such as a theft of a prepaid card, by doing 
in this way, there is an advantage that the effect is remarkable. It cannot be 
overemphasized that change and application are variously possible within Claims 
without limiting this mvention to the above-mentioned working example. 
[0045]In the above-mentioned explanation, although application of prepaid KADOHE 
was mainly explained, This invention Not only my ledge card of an airline but a 
department store, a hotel. It is applicable to a settlement system using a point card 
currently used in the broad industries, such as soft sale (CDs, videos, game software, 
etc.), video, CD rental and a supermarket, household appliance sale, and a gas station. 
In this invention, it is similar with user ID in a membership service with a point which 
uses ID to which download was accepted. Once it becomes a member in a 
membership service in many cases, treatment of he being hardly conscious of the 
period, and recording each access fi-equency is unnecessary. 

[0046]However, a user since permission ID which validated download of the contents 
of pay service within the fixed limit is used in this invention. It differs in that a means 
to manage the limit for access frequency, duration of service, etc. for each goods of 
every is required, and it can be considered that the guarantee of the right that what the 
user purchased and paid the price can be obtained certainly is given. Performing such 
management has guaranteed making the risk of the unauthorized use of permission ID 
also for a vendor into the minimum. Especially in the example shown in drawing 4 , 
using the information which carried out terminal attestation, since contents are 
enciphered, there is the feature that information cannot be easily obtained even if it 
uses permission ID unjustly. As mentioned above, as for this mvention, although 
invention made by this invention person was concretely explained based on said 
embodiment, it is needless to say for it to be able to change variously in the range 
which is not limited to said embodiment and does not deviate from the summary. 
[0047] 

[Effect of the Invention]It will be as follows if the effect acquired by the typical thing 



among invention indicated in an application concerned is explained briefly. 

(1) According to this invention, while it is [ contents / those who do not own a credit 
card, or / of pay service ] available, even when an offer of information does not go by 
faults, such as user environment, well after fee collection, it becomes possible for 
information to come to hand certainly. 

(2) According to this invention, it becomes possible by using the address and 
permission ID of a terminal together, and also being effective within the limits of 
combination, such as a period and access jfrequency, to suppress an unauthorized use 
to the minimum. 

DESCRIPTION OF DRAWINGS 

[Brief Description of the Drawings] 

[Drawing lil t is a sequence chart which shows the outline of operation of the pay 
service provision system of an embodiment of the invention. 

[Drawing 21I t is a block diagram showing the outline of the connection configuration 

of the pay service provision system of an embodiment of the invention. 

[Drawmg 31 It is a sequence chart for explaining an example of a series of operations 

in the pay service provision system of this embodiment. 

[Drawing 41 It is a sequence chart for explaining other examples of a series of 

operations in the pay service provision system of this embodunent. 

[Drawing 51 It is a flow chart which shows the procedure of the terminal of an 

embodiment of the invention. 

[Drawing 61 It is a flow chart which shows the procedure of the content server of an 
embodiment of the invention. 

[Drawing 71 It is a flow chart which shows the procedure of the card management 
server of an embodiment of the invention. 

[Drawing 81I t is a sequence chart which shows the outline of operation of the pay 
service provision system of precedence invention. 

[Drawing 91I t is a block diagram showing the outline of the connection configuration 
of the pay service provision system of precedence invention. 
[Drawing lOlI t is a block diagram showing the system configuration of the pay 
service provision system of precedence invention. 

[Drawing llll t is a sequence chart for explaining a series of operations in the pay 
service provision system of precedence invention. 

[Drawing 121I t is a flow chart which shows the procedure of the terminal of 



precedence invention. 

rPrawing I31 lt is a flow chart which shows the procedure of the content server of 
precedence invention. 

[Drawing I41 lt is a flow chart which shows the procedure of the card management 
server of precedence invention. 
[Explanations of letters or numerals] 

1 1 -- The object for service start requests and the connection for download, 12 - Fee 
collection and the connection for authentication demands, 13 ~ The connection for 
authenticating processings, 14 ~ The connection for download requests, 100 [ -- 
Prepaid card, ] - A terminal, 101 - A service request part, 102 -- A card management 
department, 103 200 [ - A service provision section, 204 / - A card management 
department, 300 / -- A card management server, 301 / -- An authentication section, 
302 / - An accounting part, 400 / ~ The Internet, 500 / - Card management DB. ] -- 
A content server, 201 ~ An authentication demand part, 202 - An accounting demand 
part, 203 
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(54) PAY SERVICE PROVISION METHOD. PAY SERVICE PROVISION SYSTEM. CONTENT 
SERVER, PROGRAM FOR PAY SERVICE PROVISION, AND RECORDING MEDIUM 

(57)Abstract: 

PROBLEM TO BE SOLVED: To provide a pay service 
provision method which is available even for a person 
not owning a credit card and can surely provide pay 
contents. 

SOLUTION: In the pay service provision system, a 
terminal, a content server providing the terminal with the 
contents and a prepaid information management server 
performing the charging processing of pay services are 
connected to a network. The content server receives \ 
the completion report of authentication and charging ' 
from the prepaid information management server, then 
provides the terminal with the pay contents, generates a 
permission ID validating the downloading of the pay 
contents within a fixed limited range and transmits it to 
the terminal. Further, in the case that the downloading of 
the pay contents is requested again by using the 
permission ID from the terminal, the contents of the pay . 
service are provided for the terminal within the fixed 
limit 
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(57) im] 

Kit «tat-/^ t m yhv-^m 




Misay-fy^'f-w^ii, iHB^y^^'f Kif^taf— lo 

h , HUE:/ y K'lf h. ^S* U 

KflcwigiEi, tuK:/y^-< mmM\m\^xm.'m 

a^fTofctf^> mllBnyry^y-y— /<(c*tL-C^>iE 
fc, HtIIB«*K*tLT, ffllEtilSFiJ— if;5^ro3yryy 20 

LT, Bt^{t:§tufcHflE*fl-f— t-;^»='>ryy|r« 30 
itiEa*(S ^ fuEBf $ tufc^iisff — f;^ o :3 y r y 

[11*931 mmmcnLx=^yTyyi 

ik'^0^')-<^ Kit «1fat-^^ t iS;^^ y M7-^' icM 

TttiEt^-y— t';^«fiffi^S*t> 
m%^y7-yy^~y<\i. mB-f')^^Ym'im^- 

®*L, 50 
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mmM\-i. sUE^y'^^' K'ffffataf— ^^i-*tLT. 

ftlE:^y-^'< K?iJffllD^3imt5tit{c. mfE^y 

/■c3T^roEE;^ffil-J; ■J^aEl^-CHtfE^y-^^ Ktt^t 

BtiE^y-^'f' KIWata-y— SflEBiTSrolgiE:^?^ 
T'ISII$tifcME''<;^5'- K^Jrilv^TftiET'y-J-i' Kit 

v\ 

stE:/y'<-< Kifsta-y— mwmmhw:m^'k 
m.-i>mz.mht.^^\^. mw.mm\.x-f3-<^ 

3 yj-yy^-A[Ln\^x%Wm^<r>%imi-kn 
v\ 

-lf;^©=3yryy^Sftt5i:tt>l-> flflEti|s[-y— 
EfF^r I D^ffiv^-C, ff^l^^fBti|s^t-t';^»='Vry 

mmir^='yTyyi—^<t. t5pft-f";^©5S^Ma 

^fr9:/y'<'f Ktf^ta-y-w<i;45^.y h!7-^(Cg 

~\f:^immxh'ox. 

^ h-mm^m^ hxms.^yT'yy^-^^i^i^ 

ntiB=^y7'yyi—^<\^n\^xmi--\f^mm^W: 

iriE='^ry:y-y-^/<i±, ME^y-^-r Kif«ta-y— 
AicMLx. iuE^y-^^ vmmm^mu^yTyy 

m.-f))^ Ym'i'^-^-'^^-i^ iuEis*(^*tL-c. 
MiE^y'<i' Kffi#j««ct&iii<5^nfc:^y-^'< nm i 



mm 1 T)m^t?> tkhic, mm&mmmm 

^Lx. Mmw^mmmm^m\'^x. mi^^t^m 

i^hmit^hmm^tm^Lxtam-y'j^^ h-m 
mi^<nm-min 5 1 i t> i-, ttfia:/ y vm i d ^ 
m\ZT~'?-<-7.mMi. ^^ji-f nm i do 

ttsmm^t^ i:th\c.Wim=' yryy-f-^^c 

ti!^=iyTyy^-^<\i. mmmummn. *>5v> 
\tntmm'i^^^mmtLx^^\ m-f-^^(D=' 

yTyyt:s^^itLXmumm^mmt^tth\c. m 
mm-^':^<D='y'ryyoy'yyu~ K^-^PSf£ 

^(omxmtirm-^ I D^mLxtiitrnmcm 
fSL. m.mi!^)s^^xi^mm~y^:^(r>=' 

yy(0'^':;yu~h'm^f)^h^itm^i^. mmn^mcn 
Lx. mm-m&mcis\,^xwm^m-^:^(D=^y 
Ty^ym^u 

^^mmtLxm\ nm^^^t^Mctm-^^:^ 

[il*«6] m^mmmLx^yTy^t: 
mmi-i>=^yTyy-f-^<t. mm-^-ir:^o)m^im 

m^iix},^?)tm~yf^mmi^7^TJ^xh^x. 

^ KitsiKi^^^ijffl L-c. mm=^yy'yyi—^<i^nL 
xmi— mm ^mt^ t . 



4 

yy^^int^^W:t. 

niiU=^yTyy^-y<i)^h. tt-mtm-^'^(o:3yT 
yv<r>^^yn- ^^--mm^nmiX^^htm 

msmmT>m\^x. m^^yj-y-y^i—^^ii-^h-^K 
^^m-^7.<r)^y=fyv<r>¥^yv.-Y^'m.ir 

m.^yT-yv^-^<\t. m%-f')^4mm%m- 
A\z.n\.x. Ymmw^m%^yry-y 
10 m'm-^7.mm-f^'m^-^-f^i)-^-h^<r^mt 

t. 

<D^7mmc^^^. mm\mLx-mmm-e 

:^(Dayf-yy^mm^^mt. 

(D^jmmc&^^ , m,m i d ixmm^ 

tis«5fci4»b; mff^iDiim^xmmmm- 

sf[iB4S5is[^*f Lx^avi-mstP^i^^^^xKumm- 
\f7,<D=iyTyy^^m^^^tm7L. 

hxwk^m.mo^^h. 

Wi^^yryy^-^<\ci^Lxmu. a^xpmn^J 
30 m-m^m-'^y^<r>^y7-yvm^\t-fi>^^ 

imms] m^mcMLx=^yTyy^ 
m^-f?>='y'ryyf-~^<t. tisf-y— 
^ff 5 7° y Kis«t a-y— t m h 7-^ (^^ 

^ -C V ^ 5 *iisf f— f Stt r A fe o -c, 

WE^y'^-r Kitstaf— ^^t^^ftT. MET'y-i'f 

nm^^itu mimmmmi:m^xtn^<:^ 
50 u-h'\^nLxmM(Dmin\'\ ^mm^'tm 



(4) 

5 

t im-f})^^ vmmi—^<\^^^t?>mt, lo 

HfilE:^!J-i^ K'lff?6ta-9— ^^/J^bOESE, 
;^ w 3 y X y ^ffiftt 5 1 . 

icSlfttS^l^i, 20 

B(llBSIS5!;ic:*ft-c, t5IB-S|isart{-*^v^■c|^FlEti|s^t 
- If ;^ w 3 y r ifeHttt 5 ^® t 

E^Mfc J: ^ mB-f 'J vmmmmrrr 5 #S 

9 ] my y '^'T Kit«taf— /^ttx m 

^<;0^?>l^t$^^f«lff«S^*aSli fCW^Isft-t' 40 
^ © 3 y T y ^rBtf-^kt 5 

Sixfc^-iisFt- b';^© 3 yx y 2^ ^«-i-ftt t ^ 
mm 1 0 ] HulH^^iiEffilf mrlB^ y K'lt 
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6 

1 1 1 LT K'^ © 3 y r y 

•7 Srftttl- 5 =■ y 7^ y T- fc o T , 
fluiBSJtcA^fe, ]S5i(c;e:>®^£F;f^©t#^<%i^-r5:/y 

ZX. ^yVV—^^^LXm.^ih^-f')^^ Kits 
yryy©^!|sHJ-~t';^*|iJffl+5l*&^Sr^t5*^^^ 

<o%jmmt&^^. ^mM^MLxnmm-\^ 

;^©3 yryy^ll«ti-5#®!tx 

BlflE7'y'<'< KlffBtaf— ^^/i^fe©^iiE> iactUIS^ 

¥tiy^~ Y^-mM-nnrnx^^h-fm^ i d 

f^© 3 y?^ y !y © y o - KS*ii5fe o fc»^{i, 
WEiS*t*fLT. |fIE-^PfiSl*l(-*3V^■CS^r!Bti|sf■!^ 
-if;;^©3 yT^y 5' ^ttttt5#^t S:<i;t5 r i 

1 2 ] mmma-^- \i7.^^:^-^-m-^ 

nmmmk Lxmi—^:^<o^y'^'y'y'^^^^'f' 

yryyf-/^, 

[w*9i3] mt. mUismcMLx^^yfyy 
mmt^^yTyyi—^<t. mt-^':^(o^^fi!it 

X. 

WE^y-^^ Kit«i=af-w<;o>?>©s*i^a<5t. iff 
iB:/y-S'i' KtfW^*i-feiW$t^fc:/y-<^ vm I D 

^f1]|2:^y-<^ K'lfStatw<|ri^t$i3:5^Hlt. 
sijfe7'y-<'< Kisataf— ^^/O^fcS^f sttfc^^tiEffl?^ 
^if«^^fflv^-c. ifiB^y'^-^' K^f«^t^©^-?^^7-K 
{c*fL-cif:£©m»*ffv\ ^©iaig^srHfife^y-^ 



fm- -f^vyK 

15] iS* t , tiiffiSffl>l;i^^ LX ^yrw 
^'yi^-CfeoT, 20 

itzx. m-f])^^ mmm^-^^i^^Lx. we 

tulB:/y'<-f ^^A^fcroSSSiE, *3J:TJ«8!I^ 

t';^ © =1 y r y 5/ ^7 y o - KS3i5:;iS o fc«^ t . 

fuiE«*(->ptLT. ft^IE-^lStl^f-*iv^TH^^ls*i|sn^ 

y^roayry^/^Rt^^k^-fr-r, mfS*«-1>— ^^^w=' 
[fi*« 1 7 1 i . MESis* LT 3 yr y y 

aSrfT 5 :^ y -^-r Kit Staf--^^ t ;4S^ ^ H?-^ 50 
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^t^t$t^-cv^5^i^i|•1^-^^;^^ltt'y^rA(c:{o^^5, sfj 
I2^y'<^ K^w#ta•!^-/<^^lilJil-r5=friisn^-t'^^l 

tfflE^yry:yif-^^/0^ib(n, tfJlHT'y-?'^ KtW«^ 
ii5Hffls='yxy>;'w=t3|snh-ify^^&?ijfflt5t*l^i&t 

jK{^{::ft«|ii$n-Ci^57'y-s-f KfiJffl I DrojMSrH* 

-Mmm $ V ^ 5 ME:^ y Ymmmw^ 

BuE=' yr y w^jJ^ ?5 <^«tfEIS^il*^SStr#l L 

v^~-^<\zn\.X. WM.'SiSm^n%T^'f&^Mt^'t 

Ifi*jsi8] ttfE^yxyy-y-w^fcMLt, ttiE 

^y-^^ Klf^®*flE^IEfflill3Stil«Srl{t$-a:5#)i 
^fi^S ^ h h -r5it*« 1 7 trE«©*i^i^- 

[is*« 1 9 1 ^m. 1 3 fi^^m^-^ 1 8 ©v^-f n 

fc3 y If ^tl^E^fr, 
[000 1] 

m tiisft"t';^#tt-y^7^As r^yryi'f— 

^, #(c, :/y-<^ KOI C*-K^roli#%lV\ 
y^'-^-y Hr:(l-LT*S*(c:*'iP'f=^yryySrS±Cl 

10002] 

m%<oim\ ^yryy-f-^'^t^h^yf-^yV^ 
^f^L-c. iig^(ctisnh-t'/^w3yryys:^ttt5» 
^ic, «*^c^3v^-c*iis^3yTyy;&s^tl.fc^t> n 
^1-5:1 t*siiu>:ittg^, rcipjfe^ilsfayT 
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(-) ^<D 1 ott. -^(Di> vi^y Yio- Ymm-fi 

{mm\-^h^. (r) fiiiwio(j:7'y-<i' K{cj;5;^ 

5iv>5ii#^%*U ^:ro-«a|tL-C. M;t«:s #M¥ 10 
1 1 -3 1 6 7 2 9 -l-^iia ( y^-^-y MS^:frffi 

[0 0 0 3] iilTic. Ki^J:5:^Swtt§5K^Jt 

L-T. #r?i¥l 1-3 1 6 7 2 9-^(C|i^$tLfc^BJl 

n^fx^ifyj^-kmL-kmrn-km-f^z.}:^^ 20 
ytxy\f~ mmm f^T.^. m%i3-Y^) m. 

TTP(;i*5it5URL) {cS-i'V^-C. = yf^y 

T^S'T'lOl) „ ^VTVV^~^<\t. ZfV^-f 

-/<(cS3}i:1-5 (y^T-y7'102) „ *-Kta 

10 3) . ®|iE-^^^a|g*Sr:^yTy7f— 

(;i^ry7'104) „ Wc, nyryyf— ^< 

(;^Tyyi0 5) 0 

[ 0 0 0 4 1 0 9 mm(omfm^<D^mk^ir 

■fuy^m^h^. S*100tt, ^yi'-^yh40 

0 &:;^t■r:^yTy:>'■^^-/<2 0 0 iroMT-a^i^ya 
y (f— t';^M*^5*^3^^-y3y) iiSr^^U 
aign^^^-yayi l?r?lJffiLT^-!^f— tr^irofljffl^ 
g^t-So ay-ry^'f— /^2 0 0tt. ffi*10 0*>?3 40 
(D^n^- 1';^ ^IJI SrS ittt it 5 1 > * - K tSf- 
-/< 3 0 0 i roFa^tc 3;^^ -y a y (Srfe • ^-SES^ffl = 
^^^-yay) 12m&L. Sfg3^.^-y3yi 2^flJ 
ffi LT, iS* 100©IPTKU';=^ (Internet Protoco 
lAddres) im^t^^bkCX'O. ^!J-<^K*-K» 

mmm^Rim^imw^knoo *-Kta■^^-/^3 

GOtt, ayry^'f— ^<2 0 0;i^t)©EiiEII**Sft 
5t, jiS5|51 0 0troKfi3^^''>3y (^liE«iaffi=' 
;!^^'y3y) 1 3;SrS?^U ooic^LTyy-s 
^ K*- Ko^-?;^ 17- K©SI3ISrll*i-5. 1 0 0 50 
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\t. n^^^yayi 3<&^ijfflLT. *-Ktat-^-«3 

0 0 ic/-?;^ 7- K»?^^IS«*5Ilt1-5„ 
{0 0 0 5] *-Ktaf— ^^3 0 0(4. #*-K®* 

^?'<-;^ *-KtSIDBiV^5, ) SOOSrft 

J^LTV^S. ;«;-Ktaf— -'^S 0 0(4. *"KlD;!i> 
p,/'?^ !7- KSr^^t 1 0 0 i l^-i^ig^^ff'^j: 

5. *-Ktat-/-«3 0 0f4, ^lEm idiiXm^ 

fc«-g-ic, 3yTy5't-^^2 0 0(4. iffi5tcl0 0lc*r 

Lx^'¥r-f-^'^o='yTyy(Dm^kmiht^. mm 
*it(4. ii^i!ta!jSfiit*L^.j^^ofc#^(^. ay 

ryyf— A2 0 0(4, fflJlcl 0 OtC^fftTat^^v'a 
y 1 1 lr?iJJ^ LT*- K;!i5^ffl^ Rffg-efeS r i ^a*fl 

[ 0 0 0 6 1 0 1 0 {4, 5fefT«igro«-y;^r A^MIr 

ayT^y^ytw^T K^^^fSlcS<5v^TayTyyt 

w<2 0GtT^'-fe;^U ayryyf— /<2ooroft 
ttt5t!|sft-if;^ro?iJffl?^S*t5«*i 0 0 1, S 

giSg*l 0 0i!)^P,O5*^JrS(tT«*l 0 Ol^^fLTt 
tr>^S:ffi#fc-r?>=iyryyf-w<2 0 0ix ^y 
ry';^f— ^<2 0 0;4^bCig*^S:(tTry'<^ K*- 

K©E!Ets ^y^^^ K^-Kt^-rs^^SrtT^^- 
1 0 0 0 7 ] iffiJtc 1 0 0 (4. f— 1 0 K *5 
i0;t7-KtSSlii 0 2fe^-t?.„ f";^g*^i 0 

1(4. T^y^^^ r\mi&^nit=iy'ryyt-^< 

7K^;=^t# (URL^) (cS<3v^-c. ayry^f— 

/<2oot(Dm\^'BWim^='^^i^^y t . 

f— fc';^©fiJffiSrll*-r5o t';^S*SPl 0 1(4. 
0!lt(4. WWWT'yi^iJ-'TffififeT'tSo *-Ktagi51 
0 2 14, ^ y '^'T K*- Kroff^Bl^JS D/tls^^^® *3 Sfi 

af— ^-^3 0 0^5>f)«S*^c^':5v^•r, ■:f K:*- 
KlcfeiftijStvfc:*- K I DSr2^t1-5«l6i . Kf 
at- /<3 0 O;0>6.(D||*(cS':3V>T7°y K*- K 

f— 3 0 0 icm-tmrnt. Ktaf-w< 3 0 
oii^ib'D^m^£^^'Xs -fv^^ K*-K(-7°y-;-i' 

[0 0 0 8] ayT^y^'-y— /^2 0 0(4. g.|IS*lfK2 
0 1 . ^mmm^U 2 0 2, f— lf;^ffi«gli 2 0 3. 
:^J;t)«;i7- KtaSI52 0 4 Sr^-f-S, 0 1 

(4, «*i 0 0!i»e)*iisHJ— tf;^rofiJ^g*is*jofc« 
^{c, Kta-f- ^<3 0 0 \zMLX:f])^^ K;*- 
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■^^^^mn 202a. h"§m-f-y< 3 0 0 

t5„ t-xmgi52 0 3ii. ^^Iim *5J;t/il^ 

- ^mtmm^^ Ktaas 2 0 4 
^iis*gi5 201. *3 it^ii&fflag^gfi 2 0 2 ic^sf L 

10 0 0 9]*- Ktai^-^^ 3 0 0 tt, |g|ES|53 0 
1. IS^*!Lag|53 0 2, *5j;U!:*-KtaDB 5 0 0^ 
^lEgcaoitt, 3yry^>'f-w^2 0 0^^?3« 
IS|iEg*;asfcofc»^ic, ig^l 0 0[i^LT^y-^^ 
K*-K©^^iiE^fT?«tl*t-t5o lS^^ag|53 0 2 

i^tio iJ- KtaD B 5 0 0 1±, K©*- K 

[0 0 10] ^^mKm^^T.'rJ^m'y-'ryT^ 

i:m 1 1 io^^to r r.T'(i. tSf— k';^i LTV i d 

e o (Dmt. mWS^iih LTR F CI 3 3 4T-MS$tU 
■rV>5Challenge Response::^^ (W. Simpson, "PPPChalle 
nge Handshake Authentication Protocol (CHAP)", Aug 1 

996) ^mtmm^^xwmt^o mi 

0 Ofi. yy-^^ K*- Kra£^tLfc3>r>7t- 
^■«7Kw;^1f# («rjx.tfv url) Si^r K 

u-;^ ir^rts 3 vi'f— 2 0 0 i (orH1(c=^^^ -> 

20 1) o JSfefc, 3^^'^/^y*s^;£$i^5i, 3:^r 

/<2 0 0*»f)V i d e o©y;^ ^7Sifro■!^'-I^' 
7.^~=u~t^W^^nh Urs'y2 0 2) . <5cl^. ^ 

2 0 0 Lr. ss? Lfc-y— If :^ ;^?ijffli-sfcfe 

[ 0 0 1 1 ] iii^fC, ay-r^-^/f— ^<2 0 0(1, *- K 
tgf-w<3 0 0 i©rRl(-='-t^^' v'a y?riS^L. Sf^ 
3;^^^->3:/SrfiJfflL.-C> 0 0(^1 PTh'U:^^ 

- Ktaf— 3 0 0 tc>ff LT^ y K*- M5iE t 

2 0 4) „ *fc, inl^iC, ;*-Kf=af-w<3 OOt^ 

5. ^'jtfcN mmm^ s/-fe-i?tii^«iaji*^ y-t- 
fcoTfcHftprffi-efcs, ^li, *-Kifaf— ^^3 0 

OH:. ^{ttfc|g|Eil*7< y-fe-i^+OiSTlcl 0 0© I 
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ylrlSl&L. ^?^■3^^^~>^y*^JfflLT. 4S*100 
lc;(;-KlD^S*t5 (;<r-;//2 0 5) „ 

[0 0 12] mc. mio o(±. T'y-i'i' k^-ki- 
m^titc:^- K I D%*- Ktaf— ^^3 ooicmn 

■f-5 (>^rs':/2 0 6) . *-Ktai^w^30 
ott, iS*i ootwlffllcSi^etfca^^^'v'ay^SrfJffl 

LT. mmM(Dm (f-^l^^^i?) ^lrffi5|«10 0(^*tL 

Taiffi-tS (;<rs/^2 0 7) 0 rroatil, JS^I^io 
10 0©|gijE^^T5fcmc:M7'J^•5l^;i5^ffl$^^■5„ SL 
icSrgftLfcSS^l 0 Oli. SL|Srt/Ny^r7-Kt^^,1S^ 
Lfcfi(;:*t LXMD 5 n (RivestR and S. Dusse, "The M 
D5 Message-Digest Algorithm", Apr 111992) fii}^<D--^ 

i6]ftMi5:-e?SI*ffv\ ^©^* (u^^^Ki^^) i^l5!;;t 
Lfd^S^^ s/-tr-v^^*- Kta-9— /<3 0 Ofclft-f- 
5 (;^-rs'>^2 0 8) „ 

[00131 Ktaf— 3 0 0 ii, K 

taDB5 0 0{c^!^^tUTv^5:/y^^ K*-K©^-«;^ 

m\ ^:©iig*;^«*lOO;4^?5©f£:^§:tfig-&1-5o 
#;is-|!c1-^xtf. (^t->'^2 0 9) , n 

- Ktaf— /<3 0 0 fi. v<Dmmt%umi>n. 
m.LfihLxh. 'k(omumz.^<r>{t^'^^xmi 

30 Srlft^tsrtii-etJiv^o 

[00141 Ktaf— 3 0 0 fi, K 

I D^SrSlc*- Ktao B 5 0 0 Sr«l5g ^"StS* 

iL-fS (;^7^?/7°2 1 0) „ fg^t5*-K©f— f;^ 

y h©j^m\ i«^*&a§*^ 
!£§tifci^- t'y^4^^ y h J; f9 /J^§ lt^^(4^ ss^^aa^ 

te©:^-g-. ^&a^^»^7t5„ *-Ktaf— 

0 014. SS^l 0 Ot^Sj-LTT^y-^^ K*-K©^i«. 
flJfflB^^a^L (;^r-;'7°2 1 1) . *fc. ny^y 

:yf— v<c2 0 ofc^sd-LT, • si^^&as^^ffl^-r 

5 (;^xy7'2i2) , =i>-ry5'f— ^<2 o 

0 tt. 1 0 0 \m \.x-^m- ^wkfh (7. 

y-v-f^. 1 3) . 
[0 0 151 mi 2f4. 5tefT^?^©ig*l 0 0©*!!;a# 
liSr*-t-7n-^^-h-efc5. iilT, 01 2i|:fflV^ • 
50 T, ffi*10 0©*!!.a^lSfroV>Tlttegt5. 5fe-f. 7" 
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St. f— 3.-^3 yryi/f—^<2 0 0 (c^5t 

2oo(cS{ft5 (^Ts/^aoE) . m^. *-Kt 

Vicm^tiX\,^i:^- K I Dlr*- Ktaf— ^•'S 0 

OlCiifti-?) (Xrs'7'3 0 3) . 10 
[0 0 16] *-KtSt-^^3 0 0ii»t,OS* 

?a^^^aw£ofc^(c, Ktat-^-53 o otcin 

ffits (;^TS'7°3 0 4) „ mm. i3i:V^m^i^mL 
tzM-^. Ktaf— ^<3 QOt-^h^Mi^^^^ti 

t:^nizti^x^^ (;^rf7°3 0 6) „ /<ffc\ *- 

Ktaf— ^^3oo^^bii^$n§ss<o<iti±s 

0 7). 

[0 017] 11 3tt, ^n^mco^^y^yyi—^^D 

m^x. ='yTyyf—^<(o^m^mic^^^xn^Mt 
■So 3fe-f, iffi*i 0 o*^e)f— t';^^:=^-©S**^fc 
•Si, t- f;^^:^:^ — t*«*i 0 otiiftL 
Ty-/4 0i) , «*i 0 0/J>?5^;ts|-^^-t";^^|JfflS* 
^sffi-T'S (;^r-5'7'4 0 2) „ m^. mm-^&s^ 30 

^ y±~i/(D:fy~ K I D^t*- K I D. ffl*7 KU;^ 

'J^-^~ K^af— /•< 3 0 0 fciiit-rs ::i i J: ?) , :* 
- Ktat-/< 3 0 0 tC^ffLT*- Komiit&tJ«*- K 
fc5lsri-5^^«rS*-r5 (;^TS'^4 0 3) „ 'SiibN ^ 

(Dmx'ii. K^af— 3 0 0 ;esc* 1 0 0 1*- 
K I D^g^-f Sfc*. K I Dtti!:;£L!5ev\ 

[0 0 18] mt. ■?:Offi©0iJi:LT. «*10 0;i»?) 

3y7^y5'f-w^2 0 0 ic^^f— h-^S*Srjiftt5 40 

^<2 0 0/i^e>©g*}cSv^-r. iffi*l 0 0:^53 

^m^^Ltzi>^m^^nWiL (^xy^4 0 4) . ;^ 
TS':/4 0 4-eYES©m^W±. ffl^lOOtMLT 

4 0 5) . XT->'7'4 0 4-eNO©i|^(Ctt, «*10 

0 (est LT, mux\m^imm± tzz.t%: 

ii^P-tS (;^XS'^4 0 6) o 50 
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[ 0 0 1 9 ] 0 1 4 (i, Mmm(D:i3~ Ktatw<co 

m^x. *-Ktaf— ^<3 0 0 ©^&a^iii-ov^-csi 

^g*^ >'?rS^t-t5 (;^ryy5 0l) , ii^ 

Sffl tfciglE • ^^g*;* s/ir-v^l^roiS^ 1 0 0 © I 
P7K^';^^^S':JV^T, 0 OiwraiCa^^^-ya 

yS:S)£L, ai&'34^^->ay**iJffiLT. «*100 
(c*-KID=S:g*i-5 C^T^S'T'SO 1-1) , * 

irtt, f&mom (^^H^i?) Sr«*l OOtcS^L 

■cjiffi-5 (>^TS'7°5 0 2) „ z(on.mt. «*10 

0O^liE-^ff^fct>:W<e5{IA5ejl$ix5„ ?'£ib\ r 
(om^ic. ^Mioot<Dm^:a^-i'y3yf)>^^^h 

4>c>sfflSi ooroi P7 KU':^(c£'i'i/^-riB*i 0 ot 

©wtc 3 •> 3 y t . m='^i'-y3 ym^ 
Lx. mmmu^m {^^^yy) ^JS^iootc^L 
xm-r^. 

[0 0 2 01 ffi*ioo!5^ibof5^ {VT^^^y 

y^) iSrSftL. *-KtaDB5 0 0-C'(SitLTV^5y 
y ^ K*- !7- KiS* 1 0 0 (ci^fSLfcgL 

P)(^fS^i:fi8-g-t-Srtlcj;t)EIEfeaWj:5 C^r 

^^5 0 3) , mtt^-^i-tLt^fi^^mmi, 

iy^7-yf50 4) . 5'7'5 0 4t-NO<73:i-g-tC 

5 0 4 -C'Y E s <Dm\^ii. u^sjmt-^t^mwit^ 

[00 2 1] Xry7"5 0 5T% ifStS^-Krot- 

(;^rs'y5 0 6) „ mz. ffi*lOOlcMLX. 

7) , ^.lE • SS^^aaS^^ray-ryyf— ^<2 0 0 

a^-rS (;^XS'7°5 0 8) o ;^7^5'7'5 0 5-C\ I^S 

ag*^ s^-fe-i^ic^s^tifef— t'XTK^ y b i 

[0 0 2 2] f^io. wm<DmmKio\^'x. mmmt l 
xix m^LtcmiDmimLxhk^^:itm^o 

*T't)''^v^, tfc, m^t6^'m~^:^tLXit. V 

i d e o(DE.{mm^. -fu^yh.fimr-9(D9^ 
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lie, •f])-<^V(Dm.t\.x\-i.. m^if^^yy. ^ 

[0 0 2 31 

OOiK KtSf— 3 0 0 iCffiJtc 1 0 0 ror K U 
;^tt#^iiltL, Ktaf— ^^3 0 0*»feilgiS* 
1 0 0t7^^;^L-r. ffl^±<7):^y'<-Y K*-KSrE 

;4SfT*3ti5fc*. 0 0i3yryyt-^<2 0 0 

3 y r y 7 ^ -fe $ nrv ^«^v ^ 

t^mtLX. !tll2 0 0 0-2 7 0 3 0 9t TlfS 
tii)^o ^M2 0 0 0-2 7 0 3 0 9^Ti4, 

m-f£*'^tztmu ^(Dm^^i^^i-i:^^X'ib 

5 mt^h V) . mmm'm Lxtmmzfi^:! 1 
[0 0 2 51 mummmm^mskt 

- i tJ^fi-^i^- 1';^ JItt >y ^ r (c*jv > 

a* L < Til, ^|la&«*{c#»Brffi:^j;fc*^tT'Jfc < , MP, 
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mwiwmt, ^mnm<r>mm.-a'mm^\^i^^x 

[0026] 

t-;^(7) 3 yfyv ^Eti-^ffit-g: ^te^^o fcl^lc, Hi 
sg0?FBlIDSrffiJlL-C, Ir^f— t:-;^ro3yryy;i5 

E^icgff-e 1 5 1 -e^ s LT 3 y 7^ y y t w< ic 7 

1J— fxro3yry<;'roffiftMfc, ^*iiS^LT*JV^T 
3.— f^S{|^{c;ti|sff— if;^o=(yTyyS:A#t 

[0 0 2 7] ^rJ|sff-if^fiffi:^S-r' 

mm (fcsv^tt, ^mmmM) ^ir^yryyt- 

m~^'^n='yTyy^9^^itLx. ^m^mL. 
mit. ^umxmLtzmumm ih^^^ix 

it^titz^^y^yym^iti-^^tmmt^o - 
tt{iiJ:t), ^iJ-yn-KUfcayryy^iv m^Mhx 

#)fev^r iA-b. a.^-fm\^Mm^y7-yyimm 

[0 0 2 8] tfc, *?§?^fi, *^-9--t';^fttt:&ft-e 

^m^t-f. ^-^■ti^mm:%>{^\.xmt-^hxti^^ 

#ro^]E/iy!>yD-K^K±-t5ri;65-r't5. * 

fziixoMm-'^^^Wy^'rJ^'. ^Bit/^yry^yf- 



(10) 

17 

[0 0 2 91 

imo>mmm] sit. mmiPmLxmmom 

^^^iJffi1-5/c*ic:/y'<-Y K:*-K^«AtSo ^U-^ 
KID, *- Y^^T^ V- Ymim&^^X^ 19 , iSA^ 

af— /^AJ^aLTV^S. 20 
[0 0 3 01 ^fefrHW 1-316 

7 2 9^iCfE«W|§i^) tf«*(C*»='yr 

f--V-h-e3b5. lal^-*3V^T, :^rs'7"l 0 4f T' 30 
it. m 8 {OT^t3fetT36M«>->-'5^i';^^^- b i m CT- 
h^. ;5^7^s'7'i0 5eiii^!is, ^fe^TlS^t^^.eoXv^ 

7*1 0 5) 0 «*«^ -^SiK^roisSi^-eSiclHi^^';' 

ta^ffiftt^ (^T^y^lOe, 10 7)„ 
[0 0 3 1 1 E 2(4. if.wn<D-m&mM(n>^WMi^<r> 
U^^^^ffoy^mX'h'O. [BlEKcioV^T, 

3 y 1 4 0 9 KTHt^nwnoymmmi^tm^x 40 

V>5„ -ro3^>^->3>l 4(4, 10 0*5. yr^y 
KT^'-fe;^ i^r i^^'f— 2 0 0 (cg^-f?)!' 
^<D=':^.^i/a>Xh'0. ft&©3^^:J' v-a >- (1 1~1 

iro^ilsFiJ— fc';^ti«tv';^xA(0ffi^{4, 0 
:^m—if:^0='y'ryy(Di^t7yri- K I D*^»t, 

^omP^-^i^t^y^- Kg*^tfT5 ^ 
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-g-14, ::Iyryy1^-/^2 0 0COf— t-y^ffif^gP2 0 3 

ffijfe 1 0 0 roi?-- 1 o i {z.^imtM'iM-^ 
h^t^. mt%fimmmxhi,o fan. :iro|i!2-e 

(4, SSjIcIOO, syry^f— /<2 0 0, * 
- Ktat-/^3 O 0SrgS^i-5^-:y t LX. 

>(y^-^vhmm^m^\^^^'xmmLfzi-. « 

*10 0, 3^7^:^^^— ^■'2 0 0, MWC, *-Kt 
at-/< 3 0 0 y H7-i' t LT, 

[0 0 3 2] jJclc, if.%1l&mm(r>mi^-^-^m<'y 
7-7-i.<D-m(r>^f^(D-m\^<i^^X. E13SrJlv^-CA<if' 
6<jiclSi^i-5o 121314, ifm(oWM(otm~^:^^ 

iy-^y:^i-^~yxh^o ll3ic*5v>T, 7^Tyf2 

h^iDD-r-fesrot', ■m^mLxm^'ommt 

So 3yry^;/t--''<2 0 0i4, ;»-Ktaf— ^<3 0 
0;4^6t-t';^ftttlf^ (BP^, EfiE • i«^MaS*) 
isa*P$^i5i (;^7^s'y2i2) , ooic^tL 
T lri|S|-!J— tr^ © = i^r i^5' >' o - KT ^' -fe ;^ «r 
-S©StJIST-Cl¥^1-5 I DSrilttL (;^7^«>y2 i 
4) , m^. 488*1 OOiC*J-LTW»f--tf;^«rtlttt 

s (;^Ty:^2 1 3) 0 ^m-mvtmwi mm 

Tj ii4, ^aLfci|^-=iyry^7<S:-£<^T^'-fe;^W 
PbW ({5iJ^«, 2 4^Mii^l^) , «L<(4, -£(^7 
^^y^m^iiP^ (0iJx.l4\ lOHIiilrt) , *fci4, 
f><Da^^b* (^^Jx.(4, lOBJilrt, *fcf4, 2 4B# 

[0 0 3 31 E]3-ei4ii^L.-cv>;'£v^*s, ^rorp 

pIID(45SII«5t?l 0 0lC5lJlt■CV^5ie:.S*5fc5„ 

^(DXofiij^tLx\t. ommon-iDm'o'ML 

/^'2 0 0;4»f5iffi*l 0 ©{ciifSLfc I D^ffgny 

7-yyf-A2 0 o\z.mT^^^xm^-fi>is^mi)mh 

i^TV^5o rw^-g-, (D»*fe-e(4§{tffl!|-C, 
-c(4Si{tffi!l-e]E?&tt;&iisM-e# 6. cLoffRT I m>iEn 

3T% t*H^-t';^:4^jEtliS^t■e#«;^^ofc«^, ^ 

-1f{4, 0 0*^e>;i^^''/o-Klf^lD=lr="yf 
y5'tw<2 0 OlcJiftt (;^rs/7'2l5) , ^yr 

y5/-y-w^2 0 Of}^h^Pti—'d7.(n::^yTyy<D^t^ 

m-<toT(4T^-fe;^* li'y bi:^i«iPt5$iJ«!^^T 

[0 0 3 41 m^. ^mmmm<Dtm-^^m'y 
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m-f^o Ktaf— -'<3 0 0(4, 0 0»|g|E 

1 5 i =" yr 2 0 0 if 

{7.7-yf2 1 7) o liI4(:::^-r«»Jf±, -ttilcBf g-iiS: 

\t. *-Ktaf— ^^3 0 0;ii^feiffi*l 0 0(c;^xy7" 
2 0 7-t?J^<tLit|g|iEjltfBTfc5gLi:^^rn^S« 10 

5^ 1 0 0 i^m Lfzummmmx^ 5. c:tue>f« 

*i 0OtiJEW*tLTv^5lf«Tfc5ri;i^b, m-l- 
[0 0 3 5] 3yT:/7f--/<!2 0 0(4, *-K 

w?2 0 0{4, jS5lsioo{c*fL-c*;f4f— t';<®3y 

5 I D^SrjiftL (Xry7'2 1 4) . 0 Olc*fL 
T^i|sH>— if^^rffifttS (x^rs/7'2 1 3) . 4S*1 20 

L. ffij^i 0 0(c:fe5*iill-e^f-^li1-5 {7.'ryf2 

1 9) 0 ^£^3, :Ay-yf2 15,21 & (07 ^ 

1 0 0 3 6 ] El 5 (4, ^mmmoi^^ i o o (DMa 

-t-So ''ifc, Il5;::joV^-C, ;^7's/7'3 0 7tt(4, H 

1 2 }c.T^t5feff 1 0 0 o*fl.a*ii t m cx-h so 

0}4, ;^7's'y3 0 5X^-h"Sm^-^<3 0 0 ii^bm 

^tm^^hitmc. y^yo- i B^iEt^n 

x^tiztt^t6:^7'y:f (3 0 8, 3 0 9) „ jE 

«*ioo-c-t, =iyryyf— ^^'2 0 0ffi!)-etll^^ 
fgT'&So m^. ^yTyy-^~^<2 0 oi>^b^m- 

0) „ ro=>yxy5'SrS^t5;^xy7'3 1 Offt, 
^Jx.l4\ ^/^-T/PSS^oil-g-. jE#l^:§^g■et*v^il 40 

[00 3 7] 3>-^yy;5SBt■^^k$^^TV^5i# 
(4, m^it^no (;^rs/^3 1 1) „ **teroji^mT' 
14, ^s*mliE^^ffiv^^c-iatt<Daic^t«^^*a«^-•Rffl 

ioo^<D7^±^ii. •^^-K';^MMfi^^ Willis 

fc:#^t;iSfe5*s, ;^rs'7'301-C, ifg*100'^ro 
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7 y :/ 3 0 1 -e^iJIIrSm^)^ -f— l*&|fiW^-g-(4, ;^ 
r-y^S 0 2~3 1 lC0^CiaS:llfTl-?)„ :^rs/7'3 0 

p-K^y h7^i-5#^i-(4, ife-f, i^iIIDlcJ; 
>), 3y^y^;'f-w-?2 0 oic^LTT^-fe^^^tr^ 
(;^7'y7'3 13) . =iy7^yyf-w<2 0 0*s, I^rI 

1 DiSt3!l!i»§!i»Sr^ 48*1 0 0©T KU/^if^g^Olt 
«tt1*:T5l^L, =i>'7^yytw-S2 0 0;iSffgro^ 

:/3 1 loio-a (*is|.f— hr;^ro3V7'>y(^^^e7>'n 
-vm) (c^ffL, l^Br-e#?iv^t^^4^cog^5^/T 

C^T^j/T^S 1 4) „ 
[0 0 3 8] S16I4, :^m.mM(r):^yryv-f--^< 

2 0 oro^&a^li^^i^f 7D-^^-hT-fc2)o ^T, 

[i6*iSV^T, /fC^JfeWJi^ffiOayTyi^f— /<2 0 0 

ro^!la^)i^-ov^T!iiBJ!1-5o fiii. mk^a^'X. X 
■r 5'7'4 0 6 *T'{4, la 1 3 (il/T^t^fe^T^B^ro^ y 

yf-w^2oow^a.a^Mil^iiT*fc5ro-e, liiP^^rt 

y^^OOX-mL-kMi^X. S?>(-, a^xyySriit^ 
^ktSil^, a^'xyyf— ^<2 0 0{C{4, ;*-Kta 

w< 2 0 0 i4, -fJ- Kta•!^-^< 3 0 0 ;4»e)3i?)ti-C < 
?rBf^^t:-tS (7;7^-y7'4 0 7) „ *iilltLT 

{Sffl$;fi5'it^(4, mm^mKmuzmxh^x. « 
* 1 0 0 t*^T'# 5 (fai4*, Ktat-/-? 

3 0 0;5^?)SS*l 0 Q\c-^hMzMMm^%m. feS 
V^I4, m^ilv^X:*- K^iJffl I Dt^%Uc^^fl 

[0 0 3 9] iJct, ^!>yp-KI^WIDSr^fifeL (;^ 
Ty7'408) , r©;5^!?yo-KfF^ID^«l 0 
0(C^$)-LTiiftL. (;^T5'y^4 0 9) , ffl*l 0 0(^^3 

-rS {7.Ty-fA 1 0) „ ;^Ty7'4 1 Ot?, «5^1 0 
0 (ClioV^T, :/l>yD- KffW I DliSjEttSitT-tJfc 

■fA 1 Q^m~-&-f. T^ry-fA 1 0T\ «*10 0|- 

»T$tifc#^l-l4, 3yry5'tws-2 0 0^^fjS*i 
0 0 ^n^Pcf- h-;^ CD 3 y X V (D ^ i> y D - K ^tT 
5 (;^r->'7°4i 1) o ;^r5'7'4 0 8i;:io(t 
5, 3yry^'f-"/^2 0 OTfrofFnTi Dro4fife(4, g 
±tt<^€^/il^?j(4, 7y^A?i&fife;45atLV^;a\ Sffl 

[0040] *IIJiSco?^Bti3V>T, =3 yr y!yf— 
2 0 0{c*rt-5ilg*i oo*^?><^T^-fe;^f4, f— fc';^ 
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L (;^7^y^4 1 3) . 7.TVfA. 1 rPRf ID*5 

i:^SS*10 0}ca^t5 (;^7^S'7'4 1 6) o ;^Ty 
7*4 1 3 -e, fFpII D;6SPS£|^ t *IJW^ 10 
^©ftpT I Dlc#|ffit5iS* 1 0 0 WT Ki/;^1fii^<o 

mm^m-mx.. g*©fco«*i ooi-gcts;*^ 

%BS,^t (;^T-y:^4 1 4) , -^%fi.imt-^}iot-^^Vi 

m-i> i^7-y^4 15) 0 :^T'yf4 15X\ IS^i 

iim^K\t. mu^m-km-iooKm^-t^ (^ 

fy^fA 1 7) . 
1 0 0 4 1 1 0 7 tt, *Slffiroj^l©*- Ktaihw^ 20 
3 0 0©*!!!a#l(SSr^'t7n-^-r-b-e*)5. £iT. 

ii 7 ^ffiv^T. mmmmoi}- Ktat-^^ 3 o o 
nmms^-i^^xwm-tz. ll7ti^3v^T, ;^ 

T y 7- 5 0 7 * Ti4. 014 \z.n^ir%'^m^(r>ii- Kt 
sf— 3 0 0 w^a^iii D-efcsc-c, ia?^^ir%^ 

yyt->'^2 0 0(ci^5'lt^l±> I C* - K^^EBE^ 
^SrliftS (;^T-;/7'5 0 9) „ rixiriij, ^vt 30 

1-^^ 2 0 0 tt, J; "5 ^'tmm^m^^m^fi 

5„ /<«:}b\ Bt-§-^t *S*10 0i:*#-e#Slf 

fgt'fcoX. il»O;^rs'7°4 0 7r-mKLfc'b(0;65& 

iiEtf— if;^©=iyry5') t:A# nrilT?fc "9 , Sl^ti- 
^ 19 M L»tTt?# 51tf IJ 5 r i }C J; I? . 40 

[0 0 4 3] ;i*5, aii3£(0|5i?^t*5V^T, wmisWihx. 
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ji, V i d e onmtm^. ■fxi^yJ>.ft^<nf-9 

(Dif^yu~Y\ tyy^yyay^y-^^ii^fi^h'o. 

3 0 0 iz.f&'^mmim^tm^ bti>:it-h^m 

-efeSo T'y-i-T Koj^Si tm ^^^'J^ 

[00441 mmmt. •:fv^^ k*- k(c|5^l-c 
im^is, ^siJiEojgjim *-Ktaf— ^^*3oo 

-/^3 0 0±T'-7nWt-taL.-C*5< i^MffifS©^- 
i!!:;4J4;T6fel^SrIiIiieT't5o tti. rcoiplctSd 

-K^> :)]~micBmLXiit^fi^'t^\t^(Dm\i 

*WJ{cPl€$n5 r. i ^£ < . #rFf|5j?©$Sffli^i?S-* 
i£X • JSffl pifg T- fc 5 ^ i (4 V ^ 5 * T' t /j: V ^ „ 

[0 0 4 5] afriEwKMJdfc'v^Ttt, ii^yy-i 

/K yymm (CD. t'r:t, y-Ay7h^) . If 
Tt'^CDuy^/K ^«IR^> ;<fyyy:^ 

^ y V'^ffjiMiA^ ^m^xm $ ti-c V ^ 5 jK-T y b * - K 

f— !f I Dt»^aLTV^5. 
[0 0 4 6] L/6^L^<C;aslb, *^B^-Ctt, fm-^^ 

<o=iyTyy(Dff^yx3-y't:-&m^^-^^^\^i^tc 
xtk^-k.t(omm\^A^-^^^mimmi:4tx\,^ 

5(DT% WW I D&^FIEicftffl L-Ct«^t1t#«rA# 
X^f£\>^t^'o!&m^h?>o Ui±. *^5^#tJ:oT^^ 



(13) 
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[0 04 7] ' 

[ma] *^J|oj^fli©ti|sH>-if>ifttt'>;^TA{cjo 
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7] 2^^^ro^JSro?^fi8co*-Ktat-^<©«!fa 
10] mmo^m-^^Wii^:^rJ»<D'y:^ 

0111 Mfm<om-f-'^:^m'y^TMci3ii 

gy, 1 2-g|i^-SSSEI?j|iffl3^^^>>3y. 13-gS 
iiE«!!affi='^^i'3y> 14-^^'>Vn-K5*ffi3^ 
^'C/ai^, 100-S*, 1 0 1-f— t';^g*g|5, 1 
0 2-*-KtaSP. 1 OS-yy-t^" K*-K, 2 0 
O-^yry^'iJ-w^, 2 0 1 -^liEg*g|5s 2 0 2- 
^^*!LaSm 2 0 3-1h-t'^SttgIi, 2 0 4-* 
-KtagP. 3 0 0-:i!7-Ktat-/^^ 3 0 1-» 
3 0 2-S^^agP, 4 0 0-W'y^-^S'h, 5 
0 0 ••^-KHaDB. 



[132] 
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7ny h^-v'O^t 

(51) Int. CI.' UBiJIB-i- FI T-^n-K (##) 

G0 6F 17/60 5 1 2 G0 6F 17/60 5 1 2 

15/00 3 3 0 15/00 3 3 0Z 

H0 4L 9/08 HO 4 L 9/00 6 0 IE 

9/32 6 7 3 B 
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